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In Cryptography maximum distance separable (MDS) matrices are an important structural element to
provide the diffusion property in the block ciphers, stream ciphers and hash functions. To discover new kind of
transformations that can generate a series of new MDS matrices which could be used in practice is not a trivial
task. In this article we propose new methods for constructing such matrices combining the well-known Feistel
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Introduction

In the work [4] Claude Shannon defines confusion and
diffusion as two properties necessary for the construction
of block ciphers; these properties are also required for con-
struction of hash functions. One strategy to obtain maximum
diffusion and avoid linear and differential attacks is to use
global linear mappings with optimal diffusion, combined with
the local nonlinear mappings (S-Boxes) (see [9, 10, 11]). The
linear transformations choose by designers should be able to
spread the internal dependencies as much as possible. Hence,
designers commonly used optimal diffusion matrices called
Maximum Distance Separable (because they are related to a
Maximum Distance Separable code) matrices to maximise the
diffusion ability of the diffusion layer. Example of their use
can be found no only in the design of block ciphers like AES,
TwoFish, KHAZAD, Picaro, etc, but also in the Hash function
PHOTON [15], Whirlpool, Grostl, and even in stream ciphers
(MUGI).

From practical point of view, is not only desirable that
an MDS matrix can be implemented efficiently both in soft-
ware/hardware but also when encryption and decryption im-
plementations are required and the inverse of the MDS matrix
will have to be implemented as well (except for Feistel and
Lai-Massey structures, where the inverse of the internal func-
tion is not required for decryption [2]). For this reason it is
of a great significance that one can use exactly (or almost
exactly) the same linear transformarion for encryption and
decryption. One strategy to achieve this goal is employing in-
volutory MDS matrices and we can found several ciphers like
Anubis, Khazad , Iceberg or Prince that using this approach
have the same implementation for encryption and decryption.

The construction of MDS matrices, is not an easy problem
to solve. There are several ways for constructing such matri-
ces, for instances: using the Cauchy and Hadamard matrices
[20]. In [1] it is shown that it is possible to build involutive

binary matrices with a high degree of diffusion by exploiting
the properties of the Feistel network and in [19] it is shown
that using the general Feistel networks it is possible to build
MDS matrices on finite fields, in this case the authors do not
build involutory MDS matrices. The aim of this article is to
build involutory or almost involutory MDS matrices combin-
ing Lai-Massey and Feistel schemes.

This article is structured as follows: In Section 2 we give
the basic definitions and some results about MDS matrices.
Some construcions which can generate MDS matrices are
presented in Section 3. We provide an implementation of a
concrete matrix in Section 4. A comparison with the state-oh-
the-art is performed in Section 5. Our work is concluded in
Section 6.

1. Preliminaries and Basic Definitions

Let be P = GF(2') = GF(2)[x]/g(x) finite field with 2
elements, for some irreducible polynomial g(x) of degree ¢.
The vector space of dimension n over P is denoted by P". We
use the notation B, , for the ring of n x n matrices over finite
field P. Throughout the article, we shall use the following
operations and notations:

1 - the neutral element of the multiplicative group P*;
@ - addition in GF(2");
wy(d) - the Hamming weight of a vector @ € P",
() - the number of 1’s in the matrix .4
p! - the inverse transformation to some
invertible mapping ¥;
Iy - the identical matrix of P, ,.
Oun - the zero matrix of P, .
|A] - the determinant of the matrix of A € P, ,,.

In what follows, for the sake of simplicity we shall write a
polynomial as its coefficient vector interpreted as a hexadeci-
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mal number, for example, Loxtereolol corresponds to
0x11D. We extend the same philosophy to matrices over finite
field P, i.e., each coefficient of such matrix will be writen in
hexadecimal notation.

Definition 1 An transformation ¢ : P"* — P" is called involu-
tive, if Vo € P" the following equality hold (¢ (o)) = a.

Clearly, if ¢ is an involutive transformation then for any
¢ : P" — P" the transformation ¢ = ¢ o @ o ¢~ will be an
ivolution too.

Definition 2 An transformation ¢ :P" — P" is called linear
transformation , if the following relation holds

V,0,B € P"ai,a2 € P: 9(a18 +axf) = a19(8) + a2 (B),
(1)

It is shown in [7] that the composition of linear transfor-
mations is again a linear transformation.

Definition 3 Let be ¢ = (a,...,0) a basis of the vector
space P". The matrix Ag(@Q) € P, defined as follows

Ag(@) = (p(n)y,...,0(cn)5) 2)

is called the matrix associated with the linear transformation
¢ in the basis Q.

Definition 4 The branch number p of matrix A € P, is de-
fined as
p(A) = min{wy (a) +wn(dA)}. 3)
@0
Definition 5 A matrix A € P, ,, is called maximal distance
separable (MDS) matrix if p(A) =n+1.

Theorem 1 Matrix A is an MDS matrix if and only if every
sub-matrix is non-singular.

Proposition 1 [12] Any 4 x 4 matrix over P with all entries
non zero is an MDS matrix if and only if it is a full rank matrix
with the inverse matrix having all entries non zero and all of
its 4 x 4 submatrices are full rank.

For efficient implementation of an MDS matrix in soft-
ware, it is desirable to have maximum number of 1’s in the
matrix. In [13], authors studied this property and constructed
some matrices achieving the maximum number of 1’s. Here
we restate the definition of the number of occurrences of one,
which we will use in our constructions.

Definition 6 Let be A = (a,;)nxn an arbitrary matrix over P.
The number of occurrences of one in A denoted by N1 (A) is
the the number of (i, j) pairs such that a;; is equal to one.

It is well known from [13] that for any MDS matrix A €
Py 4 we have A1(A) =9 and .41 (A) = 16 when A is an MDS
matrix of FPs .

Definition 7 Let be A = (a,;)nxn an arbitrary matrix over P.
We say that A has the almost involutory property if

1. A7V #£A;
2. All coefficients of A can be found in A" too.

For example, let be P = GF(2*)/0x13 and

My = ¢ §)EPy.

It can be easy checked that (///2;12 = ( e ¢ ) € P and
the coefficients of ./, are present in ., too, so this ma-
trix has the almost involutory property. Other example of a
matrix having the almost involutory property can be found in
the linear layer of the block cipher Kuznyechik which can be
expresed as a power of the companion matrix of the follwow-
ing polynomial A(y) = y'¢ ©94y' ©20y'* @ 85y3 @ 10y2 @
C2y'"' @ Coy'0 ©01y @ FByS @01y’ ©COy° ©C2y° © 10y* @
85y> @20y @94y @01 over P = GF (2%)/0x1C3.

We can see that involutory and almost involutory MDS
matrices can be useful when implementing the inverse of an
SPN cipher, because the inverse of these kind of matrices can
also be implemented efficiently.

Proposition 2 If A € P, , is an involutory MDS matrix and
S € P, , is permutation matrix then the matrix AS and SA are
almost involutory MDS.

Proof: Let be A involutive MDS matrix and S permutation
matrix then S~! is permutation matrix. Then we have that
(AS)(S7'A) = A(SS~!)A = AA = I, and taking into account
that S permutation matrix we obtain that AS is an MDS matrix
which has the almost involutory property.

Definition 8 The characteristic polynomial of a linear trans-
Sformation of a matrix A € P, ,, denoted by Y(x), is defined
as follow

XA (%) = [Lax DA )

In work [5] the authors showed the possibility of invariant
attacks on the cipher type XSL-network (Khazad, Kuznyechik)
where for any a € P and k € N (x4 a)* divide the character-
istic polynomial of the lineal transformation. For this reason
we will study the characteristic polynomial of those matrices
generate by our constructions.

Definition 9 The polynomial ms(x) is called the minimal
polynomial of matrix A if and only if ma(A) = Oy, and for
any h € P[x] such that h(A) = Oy, deg(ma(x)) < deg(h(x)).

A direct consequence of the above definition is that always
ma (x)| xa (x).

Proposition 3 For any involutive matrix A the following rela-
tions holds:

Loxalx) = (x@1)"
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2. my(x) = (x1)%

Proof: Firstly we will determine the minimal polynomial
lineal of the involutive transformation ¢. Let be

d@ = (1,0,...,0),...,&, = (0,0,...,0,1),

the canonical basis of dimension n. It’s well known [7, propo-
sition 31, p. 321] that

me(x) = lem(mg, ¢(X), My, (X), ..., Mg, o(x)), (5)

where lcm(-) denote the least common multiple. Now taking
into account that the linear transformation ¢ is an involution
we can use the following auxiliary proposition

Proposition4 [7, p. 321] Let be ¢ —an aribitrary linear
transformation of dimension n. Then for any nonzero vec-
tor Y there exist a natural number k = 1,...,n such that the
following vectors

7.0(7),-, 0" (1) (6)

are linearly independent and @* (y) is a linear combina-
tion of the previous system. In this case if

"N =r0de(M)c1®.. 00" (Va1 (D

then
mqu,(x):kuBck,lxk_l@c]x@co, (8)

from which it follows that me, ¢ (x) = (x®1)? Vi=1,...,n
and hence mg(x) = (x& 1)%.
Now we shall determine the characteristic polynomial. We
know that
deg(xa(x)) =n. 9)

For any matrix A we have that (Ix®A) is similar to 2 (Ix
A), where J# (Ix®A),is the canonical form (Ix®A). It’s well
known [7, theorems 10 and 12, p. 342-343] that

H(Ix®A) =diag(1,...,1uy(x),...,us(x),(x®1)?),

where s € N, u(x)|(x® 1)2. So, using this fact and relation
(10) we obtain that u; (x) = ... = us(x) =x® 1, hence Y (x) =
(xe )™ O

Every n x n matrix over P can be written as an (tn) X (tn)
matrix over GF(2). When considering a hardware imple-
mentation, it is natural to consider only matrices over GF(2).
Measurements of implementation costs will then only involve
the number of bit-operations (XORs) needed. It is an interest-
ing question to evaluate the efficiency of a given matrix. The
following metrics are useful for estimating the hardware cost
of a linear operation.

1. Direct XOR Count. Given a matrix .# € GF(2),,,..»
the direct XOR count DXC(.#Z) of 4 is o(.#) —nt.
This metric corresponds to counting the number of gates
used in a naive implementation of the linear mapping

M.

2. Global Optimization. For a matrix .# € GF(2),,,,..,»
it is posible to obtain an estimation of its cost in hard-
ware by finding a good linear straight-line program cor-
responding to .# with state-of-the-art automatic tools

based on certain SLP! heuristic [3], and this metric is
denoted as SLP(.#).

2. Constructing MDS matrices combining
the Lai-Massey and Feistel

transformations
Let be n = 2 an even number, in what follows ¥ = (x7||x3)
where X1 = (x1,...,x) and ¥ = (X41,...,X). Forany £ €

P, ,, using the well-known Lai-Massey and Feistel schemes
we define the following transformation as follows ;
Lai-Massey-like transformation:

pE@=FoL@on)|(@moLEmon). (10)
Feistel-like transformation:
¢ (F) = (T o LB)) || (1n

it is not difficult to see that the transformations given by
relations (6) and (7) are involutions
Using the matrix given by relation (2), canonical basis of

a4 ={(1,0,0,0),(0,1,0,0),(0,0,1,0),(0,0,0,1)},

and the previuos transformations, we construct the following
matrices of dimension n X n, n = 4, as follows

: P
Construction of ./, ",

Let be 4 = @20 @1 0 @>. Then
@
%4;4 :Ad4(q)A);

=1

X, L

GB

o @D

—

¥ A
Fig. 1: Structure of ®4.

"'Note that this is so far the most accurate estimation that is practical for
32 x 32 binary matrices.



90 Construction of MDS matrices combining the Feistel and Lai-Massey schemes

Construction of ./ %,

Let be &g = @) 0 @y 0 ¢;. Then
P
.//4XB4 :A074 (CI)B);

!

9

(3

Y ¥,
Fig. 2: Structure of ®p.
Letbe n=4and filx) =>®x 1L, Hx) = ®x®

Lisx) =X @@ 1, fi(x) = x* © x> © 1 —some polyno-
mials over field P.

Proposition 5 If there exist an element a € P*, a # 1, for
which fi(a) # 0 where i = 1,2,4 then the matrix ///f;’z of
transformation ®g with £ = < [11
MDS. For the element a € P* for which f;(a) # 0, where

i=1,2,3, the matrix ///ﬁﬂ with ¥ = < cll } ) is also an

is an involutory

involutory MDS matrix.

Proof: The matrix ///nXB,, € Py, for £ = (T ;) €Eh,,

has the following form

PO’ Da Aol @ ®a Aol
2 3 2 ¢ 2 3
Dp a-®1 a’da Da a @1 a’Pa
Moy = @ a* PO da a? @l 12)
a? a ol PO Da

Taking into account that ./Z,5, = (.#;5,)~" we only need
to check in correspondence with proposition 1 that all minors
of order 2 of ./, 3;54 are nonzero over P. These minors are on
the following set

{az@l,a6@a4@a2@l7a4@a ®at®a,a®,d’,a*,a® aé@
L, ®a,d*®d,d®®d?®1,a°®a*,d® 0P Da* v da’*®
L, ®d*Da,d®ad® ®a®}

whose factors are

{(a®1)?, (a®1)%a-(a®1)3, a 2 a®,a*,ab (a@l) ( &
a@17,a-(a1)2,a (a®12, (@ a1, (a1 -a, (ad
D2 (a*ed@l)a (@®Dadl),d® (a*@d®1)}

Therefore for any nonzero a € P such that

o

adl
a?eadl
aAdoapl
roaPel

RN N N NN
coooo

)
the matrix ,//lﬁﬁ is an involutory MDS matrix over P.

For & = Cl }) € P ,, we have that

1 adl addpl adpl
2 2
oy | a"®Da 1 a®a adl
Mys = a a 1 ad1 (13)
a? a a®a 1

Here again, by using the fact that ./ 4:1;34 = (///ﬁﬂ)_l we
only need to check in correspondence with proposition 1 that
all minors of order 2 of ///‘?;34 are nonzero over P. These
minors are on the following set

{1,&%,a,a®1,8* 1,8’ ®1,8° 0d*,a®*Da,a* ®ad 1,6 @
adl, oo, ®ad,d 0 Sa,d® D’ Dad 1}

whose factors are

{1,a3,a,(a®1),(a® 1)*,(a® 1) (a®
a,a-(a®1),(@®@ad 1), (@ ®adl),(d
1)?,a%a-(@®@ad1),(a® 1)}

Therefore for any nonzero a € P such that

@adl),(adl)-
o’ 1),a-(a®

a # 0,

adl # 0
a>oapl # 0,
aAdoapl # 0,
cdealel #£ 0

the matrix ,//!ﬁﬁ is an involutory MDS matrix over P.

Proposition 6 If there exist an element a € P*, a # 1 for
which f;(a) # 0 where i = 1,3 then the matrix ///ﬁﬁ of trans-
a

formation &, with £ = < )

611 ) is an involutory MDS

matrix.

Proof: The matrix ///n;‘” € P4y, for £ = (C]l clz) €Ehy,

has the following form

aZda 1 a 1
1 @A ®a 1 a
//{4“ - a’ a  a*®a 1 (14)
a? a 1 a®a

Taking into account that .Z, fXA4 = (A, f;f“‘)_l we only need
to check according with proposition 1 that all minors of or-
der 2 of A, f;A4 are nonzero over P. These minors are on the
following set

{,@®a*®d® a,a*,a® a atoldoadedol,d o
a*®1,ab @a4,a2€a l,a3 ®a? @a}
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whose factors are

{1,&- (P ®d? 691) a,a*,a®,a* (a@l)
az@l),(a @a@l) ,(aEBl) ,(a@l) ,a-(a

Therefore for any nonzero a € P such that

a # 0,
adl # 0,
0
0

(a@1), (@@
2®a®1)}

aAcadl #
ool dl #

the matrix .2, ‘4> 18 an involutory MDS matrix over P.
In Table 1 we list certain properties of some matrices gen-
erated by ours constructions.

Fi) 2] o) 15 irreducible over 7 |
o " e

(13) | aresmn | w o 7| eoarssoson . [ —
(%0 eremue| " s PR — Yo
(& &) [oravmuc|  ~o v o R o [ —
(@ o) forayoc| ¥ EE— o BT
(32) [arymnc| r PR PTsRT—— o PRI
(5 o) [oravome|  x Y s [emsemesmen Y -

Table 1: Properties of some matrices generated by ours constructions.

3. Implementation of concrete .7,

In this section we provide both software/hardware imple-
mentations for the following candidate matrix

06
01
08
04

01
06
04
08

02
01
06
01

01
02
01
06

M = €Ps (15

where ./, 4, € P44, P= GF(2%)/0x11C.

3.1 Software implementation
The following code describe a way for implementing the
multiplication by the matrix ./, f;ﬁ in C programm language.

#define Mult_2 (x) ((x<<1) " (x & 0x80 ? OxlC 0x00)
)
uint32_t M(uint32_t x) {
uint8_t a = x, b = x>>8, ¢ = x>>16, d = x>>24,
el, e2;
d "= Mult_2(b) "a;
c "= Mult_2(a) "b;
el = Mult_2((d"b)) " (a"c);
e2 = Mult_2((a"c)) " (b"d);
d "= el;
c "= e2;
b "= el;
a "= e2;
d "= Mult_2(b) "a;
c "= Mult_2(a) "b;

return ((((((uint32_t)d<<8) |c)<<8) |b)<<8) |a;

As it can be seen from the code, the number of field multi-
plications is decreased up to 6 in comparison with the direct
multiplication of X € P* by %ﬁﬁ. Other matrices generated
by our methods can be implemented in a similar way.

3.2 Hardware implementation
The multiplication operation by the MDS matrix given in
(15) has the following binary representation over GF (2)33 3;.

0000001 0[10000000[000000GO0TI[I 0000000
1000001 1/01000000[1 000000TI[01000000
1100000 1/00100000[01000000[00100000
(»\looxouuu1uouoon|ouuuuonolnoon
00110 dsolooooroo00fo0010000f00001000
0001 1000[00000100[00001000[00000T100

0

0

00001 1 10[00000010[00000T10T1[00000°0°10
0000010 1{00000001/0000001 1[000000°0°1
T0000000{000000T 0/T 0000000[0000000T
0 1000000[1 000001 1[01000000[1 0000001

0
0oo0jooo 10
0 o0fo00 01
00jo0000

(I)A 000000 10[00001 11000000071 0[00000°10°1
% — [0o00o0o0001{00000101{00000001[0000001 1 (16)
32x32 50000 T 1 0[000000 1 1]000000T0[1 0000000
0000010 1{0000001 01000001 1/01000000
0000001 0[1000000 1|1 1000001/00100000
1000000 1/01 00000001 100000[00010000
0 1000000{00100000[001 1000000007100 0
001 00000{00010000[0001 1000000007100
000101 10[0000101 1/00001110/000000T10
00001 101[00000110/00000101/00000001
0000001 1[00 000 T T 0T 0000000[00000010
0000001 0[00000101[01000000[1 0000011
1000000 1/00000010[00100000[1100000I1
0 1000000[10000001[00010000[01 100000
001 00000{01000000[00001000[00110000

0001 0000[00100000000001
0000101 1{0001 01 10/000000T10[0000T1 110
000001 10[00001101/0000000T1[00000T1 01

From this representation we obtaint that DXC(%/QXQ)
166 and using a linear straight-line program corresponding to
///;I;AX 3, with automatic tools proposed in [3] we have found

an implementation of //Zg/; 3, (given in Table 2) which require
99 bitwise XORs.

[ # [ Operation [ # | Operation || # | Operation || # | Operation || # | Operation |
1 fo =16 & X14 21 41 61 [ teo=xis®yis [[ 81 | tso="10B0s
7 72 Y] 62 | yn =l 0l 82 | m=tnbin
3 23 3 63 | foy =xis Blas 83
T 24 % [ Bls2 84
5 25 45 65 85
6 X2 26 46 66 86 %

7 | t=xud n. 27 7 B 67 87 | tso=tG00
8 17 =x3 B x5 28 48 147 = X14 B lag 68 88 Vig =t Slge
9 15 = X6 B 23 29 49 Vo =ty Dtyy 69 89 tgg =g D31
10 t9 =xp Bx7 30 50 29 70 90 Vi =t Blgg
1 | fho=xin®xz || 31 51 71 OT | oo =12 Bis
12 32 52 72 92 1
13 33 53 73 93

14 34 54 74 94 93

15 35 55 75 95 oy =15 Dlsy
16 s = X6 1/, 36 56 76 | vy =ty 96 Y13 = lo3 Dloy
17 Ys =X Bhis 37 57 77 | s =x»5Bix 97

18 17 =X15 B s 38 S8 78 | Yy =t 98
ERETEEE 39 59 79 | 15 = x27 G 035 99 | y30 =tos Blor

20 Yo=XsBig 40 142 80

Y28 = 36 Doy

Table 2: An implementation of M 1oy With 99 XORs.

4. Comparing our MDS matrices with the
state-of-the-art

In Table 3 we compare our matrices with others by differ-
ent methods in the public literature. We can see that the the
implementations cost in hardware of the linear transformations
obtained by our approach is comparable with state-of-the-art.
Moreover, we can obtain a trade offs between software and
hardware implementations for some matrices produced by
using using our techniques.

5. Conclusion and Future Work

In this work we have presented some new schemes based
on the well-known Lai-Massey and Feistel structures for con-
structing MDS matrices of size n = 2k,k = 2. Combining
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] Matrix | Involutory [ Almost involutory [ SLP |
Mngs [21] X X 97
Mxisw [17] v X 84
MssczL [23] v v 80
Msc [6] X X 78
Aawm [22] X v 83
My [this work] v v 99

Table 3:A comparison with the sate-of-the-art.

these structures we provide involutory and almost involutory
MDS matrices which can be implemented efficiently. We have
found some matrices having the MDS property which are very
actractive for the so-called lightweight schemes. In the future,
we aim to further optimise the search for constructing MDS
matrices of size 2k, k > 3 using our aproach.
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